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EXECUTIVE SUMMARY 
The BVDW welcomes the fact that the guidelines in principle assess anonymity 
from the perspective of the entity under consideration. However, this relative 
approach is not consistently applied: the guidelines extend the concept of 
personal data so broadly – through broadly construed criteria, theoretical re-
identification scenarios and insufficient consideration of effective protective 
measures – that anonymity would be virtually unachievable in practice. What is 
required is a legally certain, operationalisable standard that assesses actual 
possibilities of identification and promotes effective anonymisation. 
 
From the BVDW’s perspective, five adjustments are key: 

• Assess identifiability independently. Distinguishability, singling out, 
recognition, profiling and influenceability are merely indicators or possible 
precursors to identification; they are not equivalent to identification, either 
individually or cumulatively.  

• Consistently apply the relative approach. The decisive factors are the legal, 
technical and actual capabilities of the entity in question at the relevant point 
in time. 

• Only take into account means of identification that are reasonably likely to be 
used. Theoretical possibilities, accidental identifications and scenarios that 
presuppose a breach of the law must not become the standard. The decisive 
factors are actual access to additional information, legal permissibility, cost 
and time required, technical feasibility, accuracy and probability of success. 
The guidelines should bring these factors together in a structured, documen-
table assessment template, provide for appropriate requirements for SMEs, 
and require supervisory authorities to specify a concrete re-identification 
pathway. 

• Assess technical, organisational and contractual safeguards collectively. 
Effective access restrictions and legally binding, verifiable and enforceable 
prohibitions on re-identification can significantly reduce the practical 
likelihood of identification and must be taken into account as risk-mitigating 
measures. 

• Encourage anonymisation through the legal framework. Anonymisation is a 
processing operation within a processing activity and requires neither a 
separate purpose nor its own legal basis. Effectively anonymised information 
does not fall within the scope of the GDPR and must be usable for further 
purposes such as statistics, product improvement or research. Legal 
certainty and regulatory flexibility create the necessary incentive to invest in 
robust anonymisation procedures. 

 
With these adjustments, the guidelines can transform the relative approach to 
personal data into a legally certain and practicable assessment standard that 
combines the protection of data subjects with responsible data use and 
innovation. 
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1. Introduction 
The Bundesverband Digitale Wirtschaft (BVDW) welcomes the opportunity to comment on the 
guidelines of the European Data Protection Board (EDPB). For businesses in the digital economy, the 
distinction between personal data and anonymous data is of considerable practical importance. 

The guidelines are being published at a time when the Court of Justice has clarified the underlying 
principles. In its judgment in EDPS v SRB (CJEU, judgment of 4 September 2025 – C-413/23 P), it 
continued the line of the Breyer case law. Whether information is personal is determined from the 
perspective of the relevant entity and the means that this entity is reasonably likely to use. The 
BVDW welcomes the fact that the EDPB has endorsed this relative approach. 

However, in their design, the guidelines fall short of this starting point in several respects. Broad in-
terpretations of the term ‘relates to’, the equating of individualisability with identifiability, a very broad 
range of relevant entities, and the extensive exclusion of contractual measures ultimately mean that 
anonymisation is virtually impossible to implement in practice. At the same time, there is a lack of op-
erationalisable criteria on the basis of which controllers can substantiate their assessments and su-
pervisory authorities can review them. 

2. Legal assessment (Section 2 of the guidelines) 

2.1 The two-stage assessment framework: Identifiability as the actual assessment criterion 

In the guidelines, the EDPB correctly divides the core test into two stages: the first question is 
whether the information relates to a natural person (a), and the second is whether that person is 
identified or identifiable (b). At the second stage, a genuine risk assessment must be carried out. 
However, in explaining the test, the EDPB essentially confines itself to the likelihood of occurrence, 
without developing the risk dimension methodologically. 

The assessment set out in the guidelines – namely, whether the entity in question has access to or 
control over the data, or can obtain it – is appropriate, but should be applied more consistently, par-
ticularly where the guidelines subsequently consider very broad groups of recipients. 

The guidelines should be supplemented by an explicit risk assessment that relates the likelihood of 
occurrence to the severity of the impact on the data subject. 

2.2 The applicable perspective and exceptions to it 

According to the guidelines, the starting point for assessing whether data is anonymous is the rele-
vant entity and its perspective. However, the guidelines provide for exceptions to this principle with-
out systematically cataloguing them. 

Making the recipient’s perspective the benchmark is only logical if the assessment is based solely on 
the recipient; the relevant point of reference is the recipient’s capabilities. The ‘feedback effect’ on 
the transferring entity assumed in the guidelines – whereby the data also becomes indirectly per-
sonal for the transferring entity – would in effect weaken the relative approach. It is difficult to rec-
oncile this with the case law. 

Furthermore, the Board asserts that certain obligations under the GDPR may override this perspec-
tive. However, it remains unclear exactly which obligations these are. 
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2.3 Anonymisation prior to transfer: scope of the obligation to provide information 

If personal data is collected and anonymised prior to its transfer, the guidelines state that the recipi-
ents must nevertheless be named because the data was personal at the time of collection. This gives 
rise to a key practical question: does this also apply if the original purpose of collection did not in-
clude the subsequent transfer, meaning that this was neither planned nor foreseeable at the time of 
collection? And does this also apply where the controller anonymises the data precisely in order to 
comply with an obligation to erase it, and the usefulness of the anonymised dataset for analysis only 
becomes apparent subsequently? 
 
There is also an inherent contradiction: if the data is anonymised prior to transfer, the transfer pro-
cess itself no longer involves personal data. It therefore falls outside the scope of the Regulation. An 
obligation to name recipients of anonymous information can therefore, at best, be justified from the 
perspective of the controller at the time of collection. It can – if at all – only extend to transfers that 
were already planned or foreseeable at that time. 

2.4 Data processing on behalf of the controller 

It is crucial to note that classifying processing on behalf of the controller as falling within the con-
troller’s sphere merely addresses the question of whether the data is personal from the controller’s 
perspective, not from that of the processor. It does not follow from this whether the data is personal 
to the processor itself; this must be determined separately. Roles within the meaning of the GDPR 
are functional and relate to the individual processing operation. The EDPB’s statement on processing 
on behalf of a controller must therefore be clarified and must not go beyond what is inherent in the 
regulatory purpose and scope of the GDPR. If the processor has no means that are reasonably likely 
to be used to identify the data subjects, the classification of the data as personal is not based on the 
application of Article 4(1) of the GDPR and Recital 26, but on a legal fiction linked solely to the pro-
cessing relationship. 
 
This legal fiction cannot be based on the case law of the Court of Justice. In the EDPS v SRB judg-
ment, the Court of Justice held that information does not have to be personal in every case or for 
every entity, and that technical and organisational measures may result in information not being per-
sonal to a recipient who is unable to identify the data subject. The Court of Justice left open the 
question of whether the information was personal from the recipient’s perspective. 

Furthermore, there is a risk of circular reasoning. Under Article 4(8) of the GDPR, a processor is de-
fined as a person who processes personal data on behalf of the controller. To infer from this role that 
the data is also personal for the processor presupposes a conclusion that would first need to be ex-
amined.  

The processing relationship may be a significant factual circumstance in the context of the identifia-
bility test, but it is not a substitute for it. This is in line with the statement in the guidelines that the re-
lationship between the parties involved and the processing on behalf of another entity are circum-
stances that are relevant to the applicable perspective. However, this does not render the examina-
tion of the actual legal, technical and organisational circumstances superfluous. 
 
Furthermore, the conclusion drawn – namely, the application of the processor’s obligations, inter alia 
under Articles 28, 29, 30(2) and 32 of the GDPR – must be described in the further statements in the 
guidelines for what it actually is: effective contractual control over the data. Consequently, the same 
assessment must also apply when evaluating contractual measures. The EDPB itself acknowledges 
in the guidelines that contractual agreements and obligations under the GDPR work together to en-
sure that the processor handles personal data appropriately (more on this later). 

2.5 The ‘relates to’ criterion: content, purpose and effect 

The underlying triad of content, purpose and effect has become too broad in its scope and concep-
tual formulation. At least the content element remains unproblematic. 
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The situation is different with regard to the ‘purpose’ element. According to this, it is sufficient that 
the information relates to the individual or something connected with them and is intended to be 
used to assess, treat or influence the individual in a particular way. The information neither generates 
an identifier in its own right, nor is it necessarily attributable to the individual. If the sole determining 
factor were the intention pursued through the processing, the classification would depend on sub-
jective circumstances that cannot be determined in advance; it would be virtually impossible to pre-
dict reliably. 

The ‘effect’ element covers information about objects whose processing merely has an effect on the 
individual. However, the ‘concrete possibility’ of unequal treatment required by the guidelines re-
mains undefined. Without such a limitation, there is a risk that the criterion could bring almost any 
data processing within the scope of the GDPR. 

The EDPB also states in the guidelines that a link is deemed to exist even if the connection must first 
be established through further processing steps; this explicitly applies to aggregated information as 
well. Taken together with the ‘effect’ element, this would mean that aggregated information would 
regularly have to be treated as potentially personal data. This contradicts the statement also made in 
the guidelines, according to which aggregated data regularly fulfils the No Record Isolation criterion. 

The ‘effect’ element must be interpreted restrictively and in line with the case law of the Court of 
Justice; the decisive factor must be a concrete, not merely theoretical, effect on a specific individual. 
The ‘purpose’ element should be clarified to mean that what matters is an objectively ascertainable 
association with a specific individual established at the time of processing – not a hypothetical in-
tended use. Otherwise, even purely object-related information – such as that relating to objects, pro-
cesses or technical systems – would, in a large number of cases, be classified as personal data. The 
distinction between personal and non-personal data, upon which the GDPR is based, would thus lose 
its clarity. 

2.6 ‘identified or identifiable’ 

The guidelines essentially define identification (direct and indirect) on the basis of two elements: a 
natural person must be distinguishable from others in a specific context, and this distinguishability 
must make it possible to treat them differently. This approach goes too far. Distinguishability and the 
possibility of influence may be indicators of identifiability; however, they are not equivalent to it, ei-
ther individually or cumulatively. Article 4(1) of the GDPR requires, as a separate element in addition 
to the relation of the information to a natural person, that this person be identified or identifiable. This 
constituent element must not be replaced by indicators.  
 
Distinguishability initially merely indicates that a data record, profile, device, browser or connection 
can be distinguished from others. Even the ‘singling out’ referred to in Recital 26 merely describes a 
possible means towards identification, not its result. 
 
Nor does the possibility of differential treatment close this gap. It merely shows that a distinguisha-
ble technical object or profile can be targeted. For example, serving adverts based on a cookie ID, 
advertising ID or fingerprint treats a browser, an end device or a pseudonymous profile differently 
from others. It does not follow from this that the acting entity knows the natural person behind it, 
nor that it can identify that person by means reasonably likely to be used. 
 
The guidelines thus confuse distinguishability with a possible consequence of identification. If a nat-
ural person is identified or identifiable, this may enable the entity in question to target them specifi-
cally. However, the reverse does not follow: that every possibility of targeting or distinguishability 
presupposes or proves direct or indirect identifiability. The relationship is asymmetrical. Identifiabil-
ity may enable influenceability; influenceability, however, does not in itself establish identifiability.  
 
This is illustrated by a simplified example based on the display of advertising. A system can select 
content on the basis of an identifier and thereby actually influence a natural person’s user experi-
ence, without the entity acting being able to determine which person is involved. The effect then oc-
curs via a device, a browser or a pseudonymous profile. It is effectively directed at a user, but does 
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not yet establish a reliable link between the processed information and a specific or identifiable nat-
ural person. 
 
Nor does the cumulative combination of distinguishability and influenceability eliminate this logical 
flaw. Both characteristics can co-exist without identifiability. A profile can be distinguished from 
other profiles, recognised and treated individually, even though the natural person behind it cannot 
be identified by means that are reasonably likely to be used. Taken together, these two indicators do 
not constitute a substitute for the identifiability required by law. 
 
This is consistent with the structure of the GDPR. Pseudonymised datasets remain distinguishable 
by means of an identifier, but cannot be attributed to a natural person without additional information 
stored separately. Similarly, Article 11 of the GDPR provides that a controller may process personal 
data without identifying the data subject. If any form of distinction or individual treatment were in 
itself to constitute identification, these distinctions would largely be rendered meaningless. 
 
The same applies to IP addresses, cookie IDs, advertising IDs, MAC addresses, fingerprints, social 
security numbers and similar identifiers. These initially refer to a connection, a device, a browser, a 
user account or a data record. Whether a natural person can also be identified as a result depends on 
additional means of attribution. A robust link between the identifier and a natural person is required.  
 
The decisive factor therefore remains the filter of the means reasonably likely to be used for identifi-
cation. From the perspective of the relevant entity, particular consideration must be given to actual 
access to additional information, the legal permissibility of obtaining and linking such information, 
cost and time required, technical feasibility, as well as accuracy and the probability of success.  
 
The guidelines should therefore make it clear that distinguishability and influenceability are neither 
alternative nor cumulative substitute characteristics of identification. In particular, it must not be in-
ferred from a possible effect that the person is identifiable: the effect may be a consequence of 
identification, but it also occurs in relation to merely distinguishable devices, browsers or pseudony-
mous profiles.  

2.7 Anonymisation within an organisation 

The guidelines recognise in principle that anonymisation is possible even without the deletion of the 
original data. However, all examples illustrating this principle are tailored to external disclosure, whilst 
any description of anonymisation within an organisation is linked to the deletion of the original data. 
This gives rise – even if this is probably not the intention – to the impression that a controller can only 
anonymise data for its own internal purposes if it deletes the original data. 
 
This goes beyond the standard set out in the guidelines themselves and is counterproductive: con-
trollers who invest in internal anonymisation receive no regulatory recognition for doing so. The con-
textual, perspective-based methodology of the guidelines is perfectly capable of treating a ring-
fenced internal environment as the relevant point of reference; this is directly in line with the princi-
ple of data minimisation under Article 5(1)(c) of the GDPR. 
 
The BVDW therefore recommends clarifying that anonymity can also be assessed within an organi-
sation and that the retention of the original data elsewhere within the organisation does not, in itself, 
preclude anonymity, provided that re-identification from the relevant internal perspective is not rea-
sonably likely. The definition of the ‘relevant entity’ and the comments on the ‘applicable perspective’ 
should be expanded accordingly and supplemented with at least one example of internal anony-
misation within an organisation without the deletion of the original data. 

3. The ‘means reasonably likely to be used’ standard 

3.1 Lack of operationalisation 

It is worth noting positively that the EDPB sets out objective factors in the guidelines: the properties 
of the data and its vulnerability to various attack vectors, the context of the processing including 
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effective and permanent access restrictions, access to additional information, costs and time in-
volved, and the available technology. These factors should be further developed into a transparent, 
structured and documentable assessment template, on the basis of which controllers can substanti-
ate their assessment and supervisory authorities can review it. 

From a procedural perspective, it must also be clarified that the burden of presentation and proof 
that the data is personal lies, in principle, with the supervisory authority. It is true that the accounta-
bility principle (Article 5(2) of the GDPR) extends to the anonymisation process as such. However, the 
guidelines must not amount to an assumption of a secondary burden of substantiation or a de facto 
reversal of the burden of proof, which would require controllers to demonstrate that no conceivable 
re-identification pathway exists. Particularly problematic in this regard is the description of a finding 
of anonymity as a ‘false positive’ in the guidelines. This classifies the conclusion of anonymity as an 
error to be avoided and, as a result, establishes a presumption of personal data status. A supervisory 
authority asserting personal data status should, rather, be required to identify a specific re-identifi-
cation pathway and should not be able to limit itself to a theoretical possibility. 

SMEs and start-ups often lack the legal and technical expertise to identify all relevant actors, addi-
tional datasets, possible re-identification chains and technical developments. The simplified ap-
proach appears more manageable to them; however, when applied systematically, it leads to data 
that is in fact anonymous being treated as personal data. The contextual approach, on the other 
hand, requires resources and a level of documentation that can be overwhelming for smaller compa-
nies. The proposed structured assessment template should therefore draw on established interna-
tional standards, namely ISO/IEC 27559:2022 (Framework for de-identification) and ISO/IEC 
20889:2018 (Terminology and classification of de-identification techniques).  
 
A structured, documentable assessment template (‘anonymisation assessment’) should be included 
in an annex, including an appropriate depth of documentation for SMEs. Such a template would also 
make the documentation of the anonymisation process, as required by the guidelines, manageable. 

3.2 Future-oriented approach and proportionality 

The EDPB’s clarification in the guidelines that the test relates solely to possible future identification is 
to be welcomed. Equally welcome is the clarification that means whose use would require a dispro-
portionate expenditure of time, cost and labour are to be disregarded. However, this standard is sub-
sequently watered down. For instance, the guidelines maintain that time and costs are generally not 
prohibitive. In doing so, the guidelines contradict themselves, as time, cost and labour are explicitly 
identified as relevant factors earlier on. Furthermore, the reference to AI-supported re-identification, 
when linked to the resources of the respective organisation, leads to the absurd conclusion that it is 
precisely highly capable organisations that would never be able to achieve anonymity. It should be 
made clear that superior resources alone do not preclude anonymity. 

The guidelines should specify the thresholds at which an expenditure of time, cost and labour is to be 
regarded as disproportionate, and should set out quantitative benchmarks or recognised metrics 
against which controllers can validate their procedures. Furthermore, the guidelines should deal sub-
stantively with privacy-enhancing technologies (PETs). Practical examples should be used to explain 
how differential privacy, secure multi-party computation, homomorphic encryption and synthetic 
data can contribute to anonymisation under suitable circumstances. This does not affect the fact 
that their effectiveness must always be assessed in the respective context. Such guidance would 
better reflect the state of the art and encourage investment in methods that make effective anony-
misation achievable, particularly for SMEs. The proposed structured assessment template in the an-
nex should be supplemented with SME-specific examples demonstrating how a robust contextual 
assessment can be carried out with limited resources. Practical examples relating to PETs should be 
included. 

3.3 Scope of relevant entities 

In the guidelines, the EDPB includes both direct and indirect recipients to a very broad extent. These 
entities may, where appropriate, play a role in the assessment of information security. However, 
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when it comes to distinguishing between anonymous and personal data, such a broad approach 
means that anonymity is practically unachievable, as the behaviour of third parties acting unlawfully 
can never be ruled out. The list set out in the guidelines must not serve as the basis for a mandatory 
assessment programme. Only those entities for which there are actual grounds to believe they have 
access to the data in the specific processing context should be included. 

What is decisive is not whether identification is theoretically possible, but whether it is reasonably 
foreseeable under the specific circumstances. Foreseeability is inherent in the standard of ‘means 
reasonably likely to be used’ as set out in Recital 26, sentence 3 of the GDPR. A merely theoretical 
possibility is not sufficient, and consideration must be given only to persons and means that have ac-
cess to the necessary additional information or can reasonably obtain it. 

3.4 Motivation 

In the guidelines, the EDPB warns against treating a lack of motivation for re-identification as a fac-
tor, particularly with regard to entities where there are concrete indications of unlawful access. It 
should be made clear that re-identification scenarios which presuppose a breach of the law are, in 
principle, disregarded and should only be taken into account where there are concrete, verifiable in-
dications. Consequently, actors acting without authorisation and unlawfully should be excluded from 
the group of relevant entities. The same applies to accidental identification. Accident and negligence 
must be taken into account in the context of the security assessment, but not when determining 
whether personal data is involved within the meaning of Article 4(1) of the GDPR. 

4. Recognition of contractual governance (‘regulation by con-
tract’) 
The GDPR itself relies to a considerable extent on contractual governance. Article 28 of the GDPR 
establishes the data processing agreement as an instrument of control over the data; Article 46(2)(c) 
of the GDPR designates standard contractual clauses as appropriate safeguards for transfers to 
third countries; Article 40 of the GDPR recognises codes of conduct with binding effect. Elsewhere, 
therefore, contractual obligations are regarded as sufficiently effective to ensure the protection of 
fundamental rights; when assessing anonymity, however, they are to be regarded as essentially irrel-
evant. This contradiction in assessment should be resolved. 

Even though a contractual obligation can neither alter the fundamental nature of data nor replace 
effective technical de-identification, enforceable contractual terms constitute an essential, supple-
mentary safeguard. The guidelines should recognise that, in controlled environments, legally binding 
and monitored contractual obligations (backed by remedies such as audit rights, damages, contrac-
tual penalties and interim relief) measurably reduce the practical likelihood of re-identification.  

Finally, the Board recognises effective and permanent access restrictions and security controls as 
factors that limit the group of relevant actors to authorised users. In practice, contractual and tech-
nical measures are particularly effective when used in combination. 
 
The exclusion of contractual measures should therefore be replaced by a standard of proof. If a pro-
hibition on re-identification is legally binding, verifiable through audits or technical evidence, accom-
panied by enforceable consequences, and supported by effective technical measures, it must be 
taken into account as a risk-mitigating factor when assessing the means reasonably likely to be 
used. Even a measure that does not meet these requirements may carry less weight; however, the 
weight must be assessed and should not be dismissed outright.  

5. On the technical analysis (Section 3 of the guidelines) 

5.1 Dataset and data segments; follow-up questions 

The distinction made in the guidelines between the anonymity of the dataset as such and that of 
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individual parts is appropriate. The legal consequence attached to this – namely, that a dataset is only 
anonymous if it is so for all persons covered by it; otherwise, the entire dataset is deemed to be per-
sonal data – is, however, very far-reaching. It should be supplemented by practical options for sepa-
ration. A distinction must then be made as to whether the data can be separated or not. The parallel 
drawn in the guidelines with the Meta Platforms v Bundeskartellamt judgment does not hold. The 
reasoning set out in that case concerns special categories of data and other personal data that can-
not be separated at the time of collection, but does not address the legal status of anonymous infor-
mation. Recital 26, sentence 5 of the GDPR expressly excludes anonymous information from the 
scope of the Regulation. In this context, it must be assessed whether the components can be sepa-
rated and whether identifiable data records compromise the anonymity of the remainder. The re-
identification of an individual may trigger this assessment, but does not automatically determine the 
status of data records that are not affected. The decisive factor is whether the circumstances that 
enabled the identification of one data record significantly increase the identifiability of the remainder. 
Furthermore, the guidelines amend the wording used by the Court of Justice. Whereas the Court’s 
ruling focused on whether it was possible to separate the data, the guidelines focus on whether the 
data are treated separately – that is, on a decision regarding their handling. Correctly, the assess-
ment should address two questions: whether the risk of re-identification across the dataset is negli-
gible, and whether identifiable data records can be separated. 
 
It may well be true that the anonymity of data can change with technological progress, the state of 
the art and the capabilities of the entities involved. However, information that is in fact anonymous 
falls outside the scope of the GDPR. The review referred to as ‘good practice’ must therefore not be 
allowed to turn into a continuous monitoring obligation without any specific trigger under the GDPR 
for data that was originally and correctly classified as non-personal. Furthermore, the guidelines 
leave open the question of who is subject to the review: the anonymising controller, the entity cur-
rently using the dataset, or even processors and sub-processors. Instead of an indefinite, ongoing 
obligation to review, defined triggers should be specified: a significant security breach affecting a 
protective measure that has actually been relied upon, or an evidenced re-identification pathway. 
The original assessment must be judged against the information and technology available at the time 
it was carried out. New data, technologies or procedures do not retrospectively render an earlier as-
sessment, based on the state of knowledge at the time, incorrect. If the risk of identification subse-
quently becomes significant, the relevant entity must treat the data as personal from the point in 
time at which it became aware of the change or should have become aware of it. A subsequent 
change in circumstances does not render earlier processing unlawful if the original assessment was 
defensible. 

5.2 No Linkage 

Although the EDPB clarifies in the guidelines that, in the contextual approach, the question is 
whether, from the relevant perspective, the linkage is possible with ‘means reasonably likely to be 
used’, the definition of linkage provided there and the accompanying examples follow the simplified 
approach. The guidelines should emphasise more clearly that linkage must be assessed against the 
standard of ‘means reasonably likely to be used’ – that is, taking into account actual access to the ad-
ditional data as well as the legal and contractual permissibility of the linkage. 

5.3 No Inference 

The criterion is met if no specific and meaningful conclusion can be drawn from the data. However, 
drawing this distinction is hardly practicable in application. The comparative test proposed in the 
guidelines (evaluation with and without the dataset of the data subject) can, in practice, only be im-
plemented for aggregated data and AI models at considerable expense. The rebuttable presumption 
provided for therein is to be welcomed as a fallback solution; however, it is only available if neither 
tracing nor the comparative test is possible, for example following the aggregation and deletion of 
the original data. 

Overall, the following applies: an inference is irrelevant if the information obtained does not itself 
constitute personal data. This principle should be stated more clearly at the outset of the guidelines. 
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Practicable means of proof should be included for the inference test, in particular the recognition of 
established and documented procedures as the basis for a presumption of compliance with the cri-
terion. At the same time, it should be made clear that the attack techniques described in the guide-
lines – in particular membership inference and model extraction – must be assessed against the 
‘means reasonably likely to be used’ standard and do not automatically result in failure to meet the 
‘No Inference’ criterion. The comparison of results with and without an individual’s dataset, as pro-
vided for in the guidelines, is one of the few practical specifications and is to be expressly welcomed. 

6. Anonymisation as a processing operation without its own pur-
pose and without its own legal basis 
According to the guidelines, anonymisation is said to require its own legal basis under Article 6 of the 
GDPR and, in the case of special categories of personal data, its own exemption under Article 9(2) of 
the GDPR; the legal basis and exemption are to correspond to those of the preceding processing, 
provided that the anonymisation forms part of the same processing activity and the controller pur-
sues the same purposes with it. 

This approach is not convincing. In practice, anonymisation is not applied to data collected for a sin-
gle purpose on a single legal basis, but to consolidated datasets derived from numerous collections 
and serving multiple purposes on different legal bases. Both conditions set out in the guidelines are 
therefore regularly rendered meaningless, and the guidelines leave open what the consequence of 
this should be. 

The purpose and legal basis relate to the processing activity as a whole, not to the individual pro-
cessing operation. Article 4(2) of the GDPR defines processing as any operation or set of operations; 
the assessment of necessity under Article 6(1) of the GDPR can only be carried out once the in-
tended purpose has been determined. If anonymisation were to require its own legal basis, this 
would have to apply equally to storage, retrieval, transmission and erasure. Erasure and encryption 
demonstrate this: both constitute processing within the meaning of Article 4(2) of the GDPR, both 
are carried out on personal data, and neither requires a separate legal basis; encryption is expressly 
provided for as a security measure in Article 32(1)(a) of the GDPR. Article 6(4)(e) of the GDPR lists 
pseudonymisation amongst the safeguards and not amongst the operations requiring justification; 
the EDPB itself describes pseudonymisation as a security and data protection measure. Anonymisa-
tion is the strongest measure in this category and cannot be the only one requiring authorisation. 

Otherwise, a contradiction in assessment arises. The processing operation that most effectively re-
duces the risks to data subjects would be the most difficult to justify, whilst the continued pro-
cessing of identifiable data in its unaltered form requires no additional legal basis. This contradicts 
Article 25 of the GDPR. In this respect, the guidelines are also internally contradictory, as on the one 
hand they require a statement that the data is being processed to generate anonymous information 
– thereby treating the process as a purpose – whilst on the other hand they incorporate anonymisa-
tion into the legitimate interest balancing test for the preceding processing, which specifically pre-
supposes that it is not a purpose in its own right. 

It should therefore be clarified that anonymisation is a processing operation which has neither a 
purpose of its own nor its own legal basis, but is covered by the processing activity of which it forms 
part. The condition that the controller must pursue ‘the same purposes’ should be deleted. It should 
also be made clear that anonymisation is not to be specified as a separate processing purpose under 
Articles 13 and 14 of the GDPR. 

Furthermore, the guidelines should explicitly recognise that anonymisation enables controllers to 
use data for further purposes, such as statistical analysis, product improvement or research. As 
anonymous information, according to Recital 26, sentence 5 of the GDPR, does not fall within the 
scope of the Regulation, its further use is subject neither to the principle of purpose limitation under 
Article 5(1)(b) of the GDPR nor to the compatibility assessment under Article 6(4) of the GDPR. This, 
in particular, provides a significant incentive to invest in effective anonymisation procedures. The 
guidelines should explicitly address this context, rather than treating anonymisation primarily from 
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the perspective of obligations and risks. 

7. Concluding remarks 
By endorsing the relative approach to personal data, the guidelines have chosen the right starting 
point. The EDPB should now consistently translate this approach into operationalisable and verifiable 
criteria. This will enable controllers and supervisory authorities to reliably assess identifiability, whilst 
ensuring that effective data protection and responsible data use go hand in hand. At the same time, 
the EDPB should seize the opportunity to grant companies greater regulatory flexibility with regard 
to data protection-friendly anonymisation. Those who invest in effective anonymisation should be 
granted legal certainty and scope for the further use of the data. The BVDW is happy to engage in 
further dialogue. 
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